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'GRANDPARENT' SCAMS

Just when we thought that the scammers couldn’t reach a lower point, the now
prevalent “Grandparent" Scam is sweeping across the United States at crisis
levels. The scammer is able to gain personal information, whether it be from social
media platforms or other forms of cybercrimes about an individual’s family.

The caller sounds very reliable and intelligent, framing themselves as a local
lawyer or representative of a county jail. They inform the elder that their beloved
grandchild has been involved in a traffic crash or a minor criminal incident. This
immediately instills fear and concern into the elder’s heart. This tactic is fine tuned
by the caller advising that the grandchild was injured but is considered “at fault” for
the incident. The scammer relays to the Grandparent that with the payment of a
fee, their grandchild could be released from jail or from other criminal charges.

Our office recently received a call from an elderly female from the area. She had
received such a call from a male posing as an attorney who informed her that her
grandson was involved in a car crash and he sustained a broken nose. The phony
attorney told her that her grandson was at fault and that he was in a lot of
trouble. When the female told the caller that she was going to call her grandson’s
cellphone to check on him herself, he assured her that her grandson did not have
access to his phone. He told her that she could pay a fee over the phone in order
to assist her injured grandson. Thankfully, she felt like the situation was not right so
she took the time to call our Fraud Line to which one of our investigators verified to
her that this was a scam. The investigator also assisted her in verifying that her
grandson was safe and uninjured. 

https://%24%7Bimagelink1%7D/


This scam is multi-faceted. It abuses the grandparent’s age and the ability to trust
others and also the care and compassion any grandparent has for their
grandchild. It mixes catastrophic injury with fees and fines for freedom. The
scammer hones in on the idea that Grandparents have a hard time saying no to
their grandkids.  In most calls, the scammer knows the name, age, and home or
work area of the grandchild. This fuels the fraudsters ability to bully and manipulate
the grandparent into rattling off their credit card information, purchasing gift cards
online or by wiring money through a mobile application.

Outside of the potential of asset loss if the scammer is successful, these calls can
cause severe anxiety and worry to the consumer. As with other scams, if it doesn’t
sound right or feel right, it’s more than likely a scam. If anyone uses pressure or
bully tactics for money, hang up immediately and contact local law enforcement. 

The U.S. Postal Inspection Service recently released a video to raise awareness of
this criminal tactic.

h�ps://www.uspis.gov/news/scam-ar�cle/grandparent-scams

If you think you have been the victim of this type of scam, please call the number
below and ask to speak to an investigator in our Consumer Fraud Unit.

IMPORTANT NUMBERS IN THE EVENT YOU THINK YOUR ARE BEING
SCAMMED:

Montgomery County Prosecutor's Office: 937-225-5757

https://www.uspis.gov/news/scam-article/grandparent-scams


The above ALERT is part of the Montgomery County Prosecuting Attorney's initiative to help
citizens become aware of ways they can avoid becoming a victim, or ways they can help stop
criminal activity that may be occurring. Upon request, the office can provide presentations on
crime prevention actions and activities to halt crime and increase the quality of life in our
community.

If you would like additional information on the above ALERT, or would like additional
information regarding our programs to assist consumers in general and/or seniors in particular,
please contact Anthony Schoen, Supervising Attorney, Fraud and Economic Crimes Unit at
937-225-5757.
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